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Technology and the Criminal Justice System

Class Notes

New technology of crime as work


~Internet fraud schemes: Nigerian letter scheme, online auctions, drug health    

fraud, lottery frauds, revictimization frauds.


~Telemarketing schemes, investments, promotions, sales.


~ID theft

~Credit card fraud

~Phishing (for profit)


~Internet sex crimes


~Sale of private, confidential, personal data.


~Internet piracy.


~Theft of computers, computer software, internet access.

Check and credit card fraud

Many credit cards are international. The FTC website has information regarding Visa information. For every dollar spent by you, it is fraud related. If the Visa Company tries to cracks down on fraud, it would become difficult for the customer to do business with the card and the volume of savings will go down. In other words, it costs Visa more money to fix the problem even though it’s a multiple billion dollar problem.

The reason why people steal IDs is to take over their credit card or credit account; to take over a checking account and make illegal sales.

Deterrence
It would serve as a deterrent if people reported fraud to the police. Unfortunately only 25% of activity is reported. The solution is to require you to report to be able to get the money back. Insurance companies require you to report if you are to make a claim. Another deterrent would be to lower the tipping point of the cost/benefit ratio.

Selling credit information over the net only yields a buck per card, so people need to steal a few credit cards to actually get a profit.

How does your credit card get stolen?


~Credit card theft most often happens within the family.
~As the net becomes a hotpoint for crime, reporting is more likely because it’s not always family members who steal credit information anymore.


~Local gang activities have been linked to credit card theft.

~One could steal a credit card, go to a car rental shop and rent a car with the stolen credit card. The person then sells the car and the original credit card owner has lost the money.

~With improvements in check fraud and fake IDs, the criminal business can prosper with low detection threats and yield really high profits.

Telemarketing

Fraudulent companies are set up on the fly and they target the elderly and have moved to the internet. They buy lists of names and phone numbers.

Some of these companies call you up and tell you that you’ve missed jury duty and ask you for personal information.

Costs have to outweigh the benefits to deter crime.

State lieutenants are giving overtime to themselves and this issue has reached the courts in Massachusetts. This money driven mentality with position of power is the same mindset that criminals use to commit crime and justify it.

For criminals, money intake is episodic. The money they get is really short money. 

There is a motivation in conning someone. Criminals feel a sense of euphoria when the commit a crime. So beyond money, there is a pleasure with some criminals in committing crime.

Many offenders deny that they committed a crime. They justify or deny it. They deny the fact that what they did is criminal behavior. This moves a person to do something they usually wouldn’t do. They make it alright in their minds. A lot of legitimate businesses are based on the scam. They give you things you don’t need and charge you for it. Sometimes they don’t even give you the product you’ve paid for. 

It’s difficult to lower the telemarketing fraud tipping point. It’s a mobile operation. It’s only number three on the FBI’s list of priorities.

Prescription fraud

Prescription fraud is a major problem because the first response to mental health these days is medication. A significant amount of the population is misusing drugs; that number is even higher than the use of illicit drugs. 

1/5 of offenders that are in prison have a diagnosed serious mental illness.

The dosage that the doctor gives you depends on how effective you tell him it is. So it is very easy to get the doctor to prescribe you a dose that’s higher than the true effective dose.

There are certain drugs that people abuse most often: Valium, vicodin, hydrocodone, oxycontin, norcet, percocet, soma, darvocet and morphine.
The problem with these drugs is that the person who is prescribed these medications starts to enjoy them. Over half of abuse is attributed to people between the ages of 12 and 25.

Kids typically like pain killers. The black market has seen a large demand for this.

Older adults are targets because they’re more susceptible to be addicted. They’re more likely to be addicted because they need these painkilling medications and the doctors prescribe it for them.

Women and Illicit drug use


~Why are women more likely to be addicted to medication?

~Guys are less likely to go for help when they need it, so they don’t end up on medication.


~Labor pains, menstruation and menopause sometimes require medication relief.


~Women are genetically different than men.


~Public drinking is less socially acceptable for women.


~Painkillers like oxycontin have less negative side effects than heroin.
So far the system hasn’t done a good job on regulating prescription abuse.

