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Introduction

On March 2, 2006, at George Washington University in Washington DC, the Global Security Consortium held a widely publicized summit on technologies required for effective security on a national level. The consortium, dedicated to enhancing security on all levels through the formation and management of public private partnerships, dedicated its summit theme to the access and use of open source intelligence to enhance security towards the goal of preventing terrorist acts. Much of the summit’s panels were confined to technological challenges related to data quality and data fusion, Web based content searching and indexing, and fact and entity extraction. While fundamentally targeting the threats of terrorism, the list of corporate sponsors and panelists read like a virtual “who’s who” of private sector entities that have been increasingly shifting their attention to the more general needs of public sector crime control and prevention. Some were familiar names like IBM, Lockheed Martin, General Dynamics, Google, and LexisNexis. Others not quite as well known were SAIC, Basis Technology, Factiva, Cyveillance and Veritas Analysis, among others (Atkins, March 2, 2006). 

Summits like the one held by the Global Security Consortium are becoming more of a fixture in the crime control landscape as our society marches through the technology age and as our public law enforcement agencies struggle to improve process efficiency and keep in step with the evolution of criminal offenders’ technological advances. Less common a decade ago, the ongoing and direct engagement of the private sector in improving crime control/prevention technologies in the U.S. has, alternately, been received with open arms in some sectors while raising eyebrows in others along the way. For, while there is little doubt that value of technological expertise that the private sector can provide the criminal justice system is immeasurable, it has been accompanied by a sense of, at least, mild anxiety of what some consider the gradual encroachment of the private sector on the historical responsibilities of public criminal justice systems. 

As a reliable provider of technology designed to complement the tasks of law enforcement, private sector generated technology has been lauded for enabling law enforcement agencies to enhance its information based capabilities in a variety of areas. On occasion, private firms gladly join forces to tackle particularly perplexing needs for law enforcement. One example is Choicepoint’s much-heralded partnership with Voyager Systems Inc. to create Voyager Query,  addressing the needs for law enforcement agencies as they relate to mobile technology. The introduction  of Voyager Query raised the standard for mobile law enforcement technology by providing a fully integrated wireless data application for furnishing instantaneous record checking to securely run on virtually any handheld device or wireless network. In effect, it allows law enforcement to reasonably explore alternatives to mobile computer terminals. Taking it another step further from being tied to stationary computers, private sector technology like this empowers law enforcement to optimize immediacy in the review of criminal records, the verification of subjects identities, the tracking of outstanding warrants (via local, state and federal databases) and the verification of positive identification through the instantaneous viewing of mug shots. With round the clock network operations center support, Voyager Query provides immediate information access with no dispatcher involvement with an average of 4 to 10 second response time. (ChoicePoint, 2006)

As a company, ChoicePoint’s other efforts in raising law enforcement’s abilities to reduce active time in background searches extends to its development of products like AutoTrackXP, providing Internet access to more than 17 billion records on individuals and businesses. AutoTrack XP simplifies what are normally cumbersome tasks of cross-referencing public and proprietary records. Such records reflect real property records, deed transfers and information on the subject’s businesses and associates (ChoicePoint, 2006). 

One recent technological advance that was eagerly awaited by law enforcement was LexisNexis’ Accurint LE Plus, allowing law enforcement to efficiently search, locate and map sexual offender addresses. LexisNexis originally developed its product in response to troubling findings from two research studies.  The first set Bureau of Justice Statistics (BJA) statistics that released sex offenders are 4 times as likely to be rearrested for similar crimes as are other types of offenders. The other study, conducted by the group Parents for Megan’s Law, reported that  24% of the 550,000 registered sex offenders in the U.S. were ignoring residency requirements under the law. Over 6,000 law enforcement agencies now currently use LexisNexis’  Web based Acurrint desktop products.  The Advanced Sexual Offender Search capabilities of Acurrint LE Plus are designed to improve efficiency in the investigation of child abduction cases by determining the location of sex offenders who have not followed proper protocol in reporting their addresses to authorities. The desktop application, besides serving as a gateway to countless public records, seamlessly integrates real time batching, visual link analysis, and enhanced mapping into one package. As described by LexisNexis’ CEO for Risk Management, James Peck, LexisNexis’ goal for introducing Accurint LE Plus was to supply law enforcement with a tool that could effectively increase the chances of safely reuniting as many abducted children as possible with their parents (LexisNexis, 2006).

New, privately developed technology like Voyager Query, AutoTrackXP and Accurint LE Plus are only a few of many powerful tools designed to make difficult jobs easier for law enforcement personnel. But, it is in two specific crime control areas that the private sector has excelled in creating so much relevant technology that the “supplementing” role of the private sector has blurred into a more encompassing “replacement’ role for traditional criminal justice responsibilities. Those two areas are computer crime and identity fraud. For both computer crime and identity fraud, the private sector has taken a path that can be best be described in three distinct parts; 1) Analytic, 2) Responsive, and 3) Metamorphic. Private firms have been “analytic” in that they have astutely acknowledged the dramatic growth in volume and complexity of these crimes and, in turn, recognized the ripe market for products and services that are not presently at the direct disposal of the law enforcement public sector. They have also perceptively grasped a thorough understanding of the new market for “alternative corrective services” sought by victimized businesses to address control needs that sidestep reputation damaging publicity that often accompanies conventional reporting to law enforcement. They have shown to be “responsive” by consistently dedicating resources and aggressively investing in the design and production of products and services necessary to not only help control these crimes, but prevent them as well. And, finally, the private sector has been “metamorphic” in that it has displayed a penchant for not simply resting on its laurels, but has embraced a philosophy of perpetual evolution of  products and strategies to not just keep ahead of their business competition, but to match the prowess of their most wily competitor; the criminal offender.  

Computer Crime and the Private Sector

Hardening the Target

Many years ago, before anyone heard or could conceive of computers, much less the Internet, banks and safe manufacturers were facing a perplexing problem. It seemed that those who wanted access to the treasures contained in safes were willing to go to great lengths to achieve that access. They were first able to perfect skills at picking the combination locks on the safes. Safe manufacturers responded by making combination locks that were tamper-proof.  The thieves resorted to devising instruments that could literally remove the combination locks. Safe manufacturers took to constructing safes in which the combination locks could not be removed. Safe crackers then poured nitroglycerin in the seams between the doors and the body of the safes and blew the doors off. Safes were made with seams so narrow that it was impossible to inject nitro into them. Enter the acetylene torch. And on it went.  Skill development and competition continued between the world of crime and the world of business. One side dedicated to “Hardening the target” and the other side determined to “Penetrate the target.”  What complicated the problem for the safe manufacturers was that,

although far from being even loosely organized, safe crackers did share information on penetration techniques, stacking the deck somewhat against safe manufacturers.

Today, target hardening has become the primary aim in the battle to contain computer crime, and, like they did for banks of the past to thwart the efforts of safecrackers, the private sector has been looked to for the provision of ammunition to law enforcement to fight this battle. Situational factors present special opportunities for the commission of crimes. According to Felson’s routine activities theory and chemistry for crime commission, any predatory crime requires three minimal elements – 1) a likely offender, 2) a suitable target, and 3) the absence of a capable guardian against the offense. Felson explains that the probability that someone will be an offender or target depends upon how “suitable” the target is from the offender’s perspective. The offender measures the “suitability” through his assessment of dimensions such as the target’s “value”, inertia (e.g., rejection of theft of some items due to physical hurdles making theft impractical), visibility and offender chance to exit easily. (Felson, 1998). 

Computer crime can be viewed as a result of situations in which offenders capitalize on perceived opportunities to invade computer systems to achieve criminal ends or use computers as instruments of crime, figuring that the “guardians” do not possess the means or knowledge to prevent or detect criminal acts. These, then, become old battles fought with new weapons accessing “unguarded” targets and permitting quick and unencumbered entry and exit. Cohen and Felson stress the importance of “target hardening” to counteract the criminal acts and help dissuade decisions leading to future criminal acts. Enhancing the abilities of the “guardians” is one of a number of ways to harden criminal targets. Viewing criminal investigators as the “guardians” against computer crimes and arming them with the best possible technological skills to close the gap between offender capabilities and those of law enforcement, forms the foundation of the criminal justice system’s growing need for technologically enhanced countermeasures and the private sector’s response to that demand. (Cohen and Felson, 1979)

The technological advances that have improved the quality of our lives in the 21st Century can easily be as a doubled-edged sword when it comes to crime in the U.S. While computer technology has opened doors to upgraded conveniences for many, this same technology has paradoxically offered new opportunities for criminals. Businesses that used to rely upon computerization to collect and assemble sensitive information on their critical resources now, must increasingly confront the daunting, and costly, task of protecting this information from those who wish to achieve illegal access to it. Criminals are now able to easily encrypt information representing evidence of their criminal acts, store the information and even transmit it, with little fear of detection by law enforcement. Due to the extraordinary impact of the Internet, a computer crime scene can now span from the geographical point of the victimization (e.g., the victim’s personal computer) to any other point on the planet, further complicating criminal investigative efforts (Gordon, Hosmer, Siedsma and Rebovich, 2002).

Businesses Responding to the Problem

To keep up with the rapidly evolving use of computers to not only commit crime, but to harbor evidence of crimes, the private sector has intensified its efforts to establish high-end businesses specializing in the field of computer forensics. That is, companies have sprouted throughout the U.S., dedicated to diving into the DNA of computers to extract seemingly deleted data that, when detected and analyzed, can form the basis for both civil and criminal actions against both outside intruders as well as offenders in the workplace. These computer forensics companies represent a growth industry to which the heads of firms are turning to for the gathering of computerized evidence related to on-the-job offenses ranging from embezzlement, to theft of proprietary information, to acts of sexual harassment.

 Much of this evidence exists in the form of simple emails, yet extraction of this “deleted” evidence often requires the skilled hands and minds of those working for computer forensics firms. Personnel in these computer forensics firms hold advanced degrees and have backgrounds in not only computer science, but also in the areas of fraud investigation and computer security. They are the “tech age” CSI investigators, and they are thriving in the private sector. The great demand for these specialists has created some ironic partnerships as well. Most recently, in March of 2006, one of the leading computer forensics firms, PG Lewis, was acquired by another reputable computer forensics firm, Protiviti. The twist is that PG Lewis had claimed early fame by working on the investigation of the Enron case while Protiviti had evolved from the computer forensics section of Arthur Anderson (P.G. Lewis, 2006). 

Computer forensics firms also keep in business by addressing the recent trend of hackers developing anti-forensics software specifically for counteracting attempts to analyze computers for evidence of criminal activity. Software packages like The Defiler’s Toolkit have been released anonymously on the Internet to undermine forensic analyses of systems subsequent to remote break-ins. It does so by creatively tracking all changed data and using random bits to automatically overwrite the data. Vogon is one data recovery company that has developed countermeasures to new forensic tools, like the Defiler’s Toolkit, by exploiting the physical characteristics of a hard disc to dig deeper into its past. Vogon uses machines called spin stand testers to uncover pieces of residual information of data once stored on the hard disc even after cybercriminals have used anti-forensic tools to erase data. If enough pieces can be gathered, incriminating data, thought by the offender to be wiped out, can be successfully reconstructed. The ability of computer forensics firms to recover such information becomes more difficult with the continual increase of hard disc memory, yet firms like Vogon remain hard at work in an effort to maintain a competitive edge over cybercriminals (Knight, 2004).

The use of compute forensics has already begun to be commonplace in many of the large investigations that have access to the manpower and resources to track every lead and leave no stone unturned.  The trial of Scott Peterson in 2004 for the murder of his wife lasted for months, and garnered daily coverage in the nation’s major media outlets, becoming one of the most followed cases in recent history.  During the trial, the key evidence was presented by the prosecution to detail Internet search items and emails sent and received by the defendant.  A forensic investigator from the Stanislaus County Sheriff’s Department testified that he had used the Forensic Toolkit software produced by Access Data to analyze computers used by the defendant.  According to the testimony, Peterson had used his computer to search for information on the locations of boat launches, and currents in the San Francisco Bay, key points to corroborate the prosecution’s theory of the murder and disposal of the victim’s body.  (Associated Press, 2005)  The defense in the trial countered with its own computer forensic experts, leading up to a showdown of legal arguments based on the ones and zeros of digital evidence.

In the near future, computer forensics tool development can be expected to grow rapidly in response to our increasingly digital, interconnected world.  Already, law enforcement and private industry investigators are scrambling to keep up with the frenzied pace at which new electronic devices become potential containers of critical evidence.  Cellular telephones and personal digital assistants (PDAs) have become almost ubiquitous in modern society.  Many contemporary models of these devices go far beyond carrying voice communications, and storing appointments, to the point that they are now fully qualified miniature computers.  With capabilities such as email, taking digital video, and text messaging, these are devices that are essential to include in any investigation.  Companies such as Paraben Forensics are at the forefront of this new digital evidence revolution, producing Cell Seizure Toolkit and PDA Seizure Toolkit packages that enable a forensic investigator to gain access to these non-traditional digital storehouses.  With electronic devices continuing to become more powerful, smaller, and more integrated in everyday life, it is not a stretch to expect that investigative needs will soon require the tool to conduct forensic examination of a whole new array of devices such as wrist watches, automobile computers and video game systems.

As time goes on, cybercriminals have been adopting some of the entrepreneurial activities of legitimate technology vendors to ply their trade. Nowhere has this been more evident than in recent proliferation of malicious programming code that, when embedded and activated, seizes control of the victim’s computer and converts the computer into a “bot”, a remote controlled robot used for a range of activities from sending spam to stealing data. The SANS Institute estimates that an average of 250,000 Internet Protocol addresses are infected each day by such bots, with half attacking home PCs and half going after large and mid-sized firms. Cybertrust has reported that the variety of bots is growing to, with the number of new bot codes increasing by over 500% through the year of 2005. Convicted offenders like Jeanson James Ancheta, of Downey California, have reaped great profits by not only developing the bots, but also selling them and providing consulting help with the use of the bots. A 21 year old holding a high school equivalency diploma, Ancheta’s case involved his selling and renting of bots to send spam, launch denial of service attacks and to defraud online advertising companies by instructing bots to install ads on overtaken computers. At one point Ancheta’s pricelist on his “botz4sale” online channel advertised up to 10,000 compromised PCs at a time for as little as 4 cents apiece. The design, use and marketing of bots have emerged as especially vexing problems for cyber enforcers because they are so difficult to eradicate. Efforts by the average computer owner to clean their PCs of bots and patch them, often are hindered by the introduction of new bots designed to exploit different vulnerabilities.

(Gage, 2006)  

Continuing advances in computer technology, and the popularity of that technology, has presented new problems for cybercrime enforcers. One of the most popular of these advances is “Wi-Fi”, the industry’s marketing term for technology that runs most wireless data networks. Hackers have taken quick advantage of the growth of the number of laptops equipped with Wi-Fi network connecting hardware and the widening scope of Wi-Fi hotspots created by service providers, to “wardrive” searching for vulnerable networks. Security experts have agreed that, regrettably, most businesses with wireless networks have taken few responsible actions to secure those networks. Many companies rely on the encryption protocol Wired Equivalent Privacy (WEP), introduced in 2000, to thwart wireless intruders, but offenders now find it fairly easy to hack. The introduction of a newer, more secure technology, Wi-Fi Protected Access (WPA), has improved matters, but the private sector has, once again, been busy developing new counteractive technology to fill gaps in that protocol. Companies like WiMetrics, Network Chemistry, AirMagnet and AirDefense have created new security technologies designed to detect unauthorized users in targeted areas through intensified monitoring of the radio spectrum in those areas. The best of these technologies identify locations of vulnerable “rogue” access points within businesses and detect situations in which hackers disguise their computers as legitimate wireless access points in an effort to steal passwords (e.g., “evil twin schemes). In addition to developing enhanced protective technologies, wireless network technology vendors have formed the Wi-Fi alliance, a consortium dedicated to improving awareness of “best” security standards and practices (Spangler, 2005).

The intersection of new technology and security vulnerabilities is often first found and exploited by those with ill intentions, and wireless networks are no exception.  WI-FI networks are often the weakest link in the armor protecting a corporate or government network, and pose a soft target for hackers, crackers, and other unauthorized cyber trespassers.  One of the first reported wireless weaknesses occurred in January 2002 at Denver International Airport.  American Airlines, responding to new federal regulations on passenger – luggage matching after the September 11th terrorist attacks, installed wireless networks to support their curbside check in operations.  A consultant hired by a technology magazine to cover the story of the innovative use of this new technology discovered that security was lacking in American’s WI-Fi network, and in fact watched as others in the terminal were able to gain access to the airline’s computer system.  (Brewin, Verton and DiSabatino, 2002)  This technology misstep was soon followed by others including the September 2003 hacking of a Lowe’s hardware store wireless network in Southfield, Michigan by a group of young credit card thieves.  In this case, a FBI investigation led to the capture of the suspects and a 9 year prison sentence for the ringleader (Associated Press, 2005).  While our thirst for new technology in business and personal venues is almost insatiable, the consequences of operating behind the curve of information security and investigative personnel can sometimes lead to unintended results.  

The concern over the serious negative impact that insecure wireless networks can have on a private business has led one New York State county to pass a law mandating that all business Wi-FI network owners operate their systems utilizing at least a minimum standard of security practices.  Westchester County, which occupies the geographic region just North of New York City, and is home to corporate residents such as IBM, Morgan Stanley and Reader’s Digest, passed a law in April of 2006 that mandates that all business wireless networks be operated in a manner consistent with common Wi-Fi security practices that include data encryption and network components that do not constantly broadcast their presence  (Westchester County, 2006).  Proponents of the new law believe that private wireless network owners have done too little to protect themselves from harmful cyber predators, and the risk to both private and public infrastructure is significant enough that legislation to protect the societal interest in these assets is warranted.  Critics argue that the law is difficult to enforce and targets the victim instead of the criminal that preys on the data sent over these networks.  In either case, this act provides an interesting solution to a problem composed of private entities failing to adequately protect their wireless networks. and law enforcement’s difficulty in successfully coping with the crimes that result.

It is not only the type of methods that cybercriminals are using that has been changing, but it is also the types of offenders themselves. Like the enforcement competition with the offender use of evolving computer forensic tools, anti-forensic software and overall advanced computer technology, the conventional criminal justice system is poorly positioned to achieve a reasonable proactive balance. Businesses are turning to computer security companies to ward off the looming threat of digital espionage committed by private sector competitors. In 2005, high profile digital espionage cases brought this problem into sharp relief. 

In one 2005 case, Robert McKinney, the former chief technology officer at Business Software Corp. San Francisco , California, pled guilty to downloading trade secrets from rival firm Niku Corp.  In another California case, Brent Alan Woodward, San Jose-based Lightwave Microsystem’s former information technology director, pled guilty to trying to sell backup tapes containing trade secrets for network equipment to Lightwave’s competitor, JDS Uniphase. New laws have prompted firms to clamor for assistance from the private sector to properly meet set standards for protection of proprietary information. The Health Insurance Portability and Accountability Act (HIPPA) holds executives legally accountable for securing the privacy and transmission of health care data and, under the Sarbanes-Oxley Act, private firms must ensure the viability of internal controls. Companies like Pro-Tec Data are responding to the private sector’s demand for guidance on complying with these laws by providing expert consultation on the identification and classification of company assets and new vendors like Vontu and Liquid Machines are offering innovative products that effectively track and control internal and external access to companies’ electronic information. Some of these companies, like Ra Security Systems, also aid companies in vulnerability assessments for digital snooping geared at altering the workplace environment to heighten employee awareness of secrecy protection and fine-tune methods for limiting access to proprietary information (Gage, 2005) 

Daunted by the hacker’s ability to usurp almost any commonly implemented network defenses and the slow or insufficient response by law enforcement to electronic crimes, some businesses have elected to utilize countermeasures that go beyond traditional post-incident response.  A new category of tools known as “strike-back” systems allow for instantaneous responses to perceived threats.  Depending on the severity desired by the operator, countermeasures can include relatively mild steps such as emails sent to an intruder or their Internet provider and raging up to the automatic launching of a denial of service attack that shuts down a perceived attacker’s servers.  In December 1999, while large scale protests choked the streets of Seattle, Washington during meetings of the World Trade Organization, a group of cyber activists took aim at the WTO’s web site.  A denial of service attack focused at Conxion, the host of the WTO site was quickly determined to originate in a server operated by a group in the U.K.  Conxion rerouted all incoming packets from this location back to the group, shutting down both the attack and the attacker.  (Radcliff, 2000)  

Although Conxion’s actions in the WTO case sparked criticism from many, interest in electronic countermeasures as a network defense has only grown, sparking product development from private vendors and open source developers.  Tools such as Zombie Zapper produced by Bindview (now owned by Symantec) show that network security professionals are looking beyond simple passive defenses and demanding systems that offer a range of incident response options.  While hack-back reactions such as Conxion’s are borne out of the frustration felt by cyber security experts and cybercrime investigators, their use is mired in ethical and legal controversy.  Although it can be argued that cyber vigilantism is simply a new age solution to a new age problem, I think that the jury is still out on this topic.  

A Problem Not Going Away

There is no doubt that computer technology has dramatically changed the criminal justice environment such that enterprising and opportunistic criminals have consciously turned to the computer to commit their illegal acts in situations in which the computer serves as the instrument of the crime or the means by which the crime is committed.  Of course, the victim’s computer, or computer system can often become the target, or objective, of the act as well. And, as stated above, the presence of new computer technology aids cyber criminals in situations in which the computer’s role is incidental to the crime; situations in which the computer is used to house and protect information that is evidence tying the offender to criminal acts. A commonality among these types of crimes is that the offender, to a great degree, depends upon the lack of technological skills of law enforcement to successfully commit the offenses and escape undetected. Based upon what empirical evidence has been available on self-assessed skills of investigators in this area, computer criminals would have good reason to feel some confidence in their chances to evade detection of their crimes (Gordon et al, 2002). 
Statistics on the frequency of computer/Internet crimes point to the value of the enactment of computer crime-specific laws and their enforcement and demonstrate how computer crime has moved towards the front of crime concern priorities for the nation. The Computer Security Institute/Federal Bureau of Investigation’s (CSI/FBI) 2005 Computer Crime and Security Survey of over 700 computer security practitioners in corporations and government agencies across the U.S. reported found that 56% experienced unauthorized use of computer systems. Virus attacks was the reason for the greatest financial losses, representing 32% of overall losses.  Unauthorized access rose dramatically from the previous year’s survey results, and demonstrated a significant rise in average losses incurred, from $51,545 to $130,234.  Average loses per respondent due to theft of proprietary information also rose sharply, from  $168,594 to $355,552. Overall, more than $30 million was lost due to theft of proprietary information. Web site defacements were also reported as on the rise (Computer Security Institute, 2005). 

Unfortunately, it has become apparent that the expertise required of law enforcers to competently battle the emerging menace of computer crime may not be matching the expectations of a public becoming increasingly aware of the gravity of the effects of computer crime. A National Institute of Justice survey of some of the most experienced law enforcement officials in computer crime representing over 100 law enforcement agencies at local and state government levels found that three quarters of the investigators believe “they do not possess the necessary equipment or tools to effectively detect and identify computer or electronic intrusion crimes.” Over 80% believed they required additional training on computer crime investigation to do there jobs properly and rated their abilities to deal with encrypted data as “low” or “doesn’t exist”. It is not surprising that investigator participants in NIJ’s study cited the availability and understanding of up-to-date forensic cyber tools as one of the most critical needs for computer crime investigators today (Stambaugh, Beaupre, Icove, Baker, Cassardy and Williams, March, 2001).  

Investigators, like those surveyed in NIJ’s computer crime needs assessment, have increasingly assumed the responsibilities of enforcing relatively new laws on computer crime. Specially trained computer crime investigators now work in  state attorney general offices as well as in county prosecutors’  offices and police departments throughout the U.S. Of course, simply having sufficient numbers of investigators dedicated to this crime area does not, in itself, guarantee effective enforcement of computer crime-related laws.  The “rub” is that the “new breed” of offender that takes advantage of the public’s increasing use of computers requires a “new breed” of investigator, that is adequately equipped with the knowledge and tools to level the new playing field of crime. The modern criminal justice system, thus, demands a reassessment of what is necessary to control newly defined “crime” or be in jeopardy of falling far behind methods effectively used by computer criminals.

One of the most pronounced differences between traditional crimes committed and the commission of computer crimes is that the perpetrator of a traditional crime is likely to dispose of a crime tool once successfully used. Many cybercrime tools, however, are most effective when left behind by the perpetrator, similar to a covert listening device. This is done to assist the perpetrator in future criminal actions against the victim’s computer. The location of such covert devices aids the investigator with a starting point for tracing back to the offender, as well as for delivering valuable evidence in the development of a criminal case.

Today’s cybercriminals avail themselves of arsenals of scanning tools to map out individual networks as well as entire Local Area Networks (LANS) to identify security weaknesses and, consequently, isolate those forensic tools most effective in exploiting the weaknesses for illegal system penetration. Such virtual “doorknob rattling” becomes, in essence, the criminal reconnaissance for further cybercriminality, laying the groundwork for widespread system invasion. Widely available and robust software tools enable cybercriminals to “crack” passwords, “wardial” modem tones to assess details of computer systems to which the modems are attached, crash systems through Denial of Service (Dos) attacks (including email flooding programs), and “ spoof” their own IP addresses to achieve virtual anonymity in their attacks. Further, widely available tools permit savvy offenders to employ computer “packet sniffers” to analyze the victim’s network traffic, log the victim’s keystrokes, and implant Trojan horse programs. Offenders readily avail themselves of “rootkits” easily accessible through countless hacker web sites. These tools are potent mechanisms designed to hide criminal activity on compromised systems by replacing system commands that would ordinarily be employed to reveal criminal intrusions (Gordon et al, 2002).

A  particularly acute technological threat to cybercrime enforcers is the presence and use of steganography tools by cybercriminals. With these tools, offered through commercial and freeware programs, offenders take advantage of unused data areas on computer files to conceal secret information, often in computerized images or audio clips. Any of over 100 such tools now available can be used in the commission of crimes of child pornography exchange, information warfare and industrial espionage. Because steganography allows information to be hidden in another file, potential evidence is virtually unobtainable. Consequently, steganography stands as one of the most difficult problems for the cybercrime enforcers (Gordon at al, 2002). 

Private Sector Tools Used by Law Enforcement

Survey research of cybercrime enforcers has revealed that enforcers have struggled with what they perceive as technological gaps between their needs and available to do their jobs. Cybercrime enforcers have complained that, while the gap has been closing, there is still a significant gap between the tools cybercriminals use and those available to the criminal justice community. Some of the most popular forensic tools have been identified by cybercrime enforcers as EnCase, SafeBack, DriveSpy, and Ilook. Private sector developed tools like these have been commended for their attributes of reliability, ease of use, graphical interfaces (GUI) and technical support services. However, cybercrime law enforcers have repeatedly voiced concern about the paucity of tools for operation and analysis on alternate operating systems like Linux and Unix as well as the lack of adequate tools to view obscure file formats like those typically used by child pornography offenders to store pornographic images. Enforcers also lament the lack of tools that assist in the correlation of intrusion detection data and the lack of tools necessary for the efficient analysis of distributed systems. Enforcers find that many of the tools that are commercially available, because of their proprietary nature, cannot be easily modified to suit the enforcers’ exact needs (Gordon et al, 2002).

Yet, the private sector has stepped forward and consistently strived to develop and offer new, improved tools to help keep enforcers in pace with advancing uses of technology by cybercriminals. As an example, The Coroners Toolkit (TCT) represents an automated investigation tool in the Unix environment that accelerates as well as standardizes digital forensic examination processes. This tool also permits the cyber investigator to not only collect static evidence from computers but to collect volatile evidence as well; evidence like memory and contents of a computer screen that can disappear in an instant (Gordon et al, 2002).

The work of companies like Wetstone Technologies Inc. has demonstrated how some companies have been vigilant in developing tools that address cybercrime enforcer needs on both a specific “micro” level and a more holistic “macro” level as well. On a “micro” level, much of Wetstone’s recent work has centered on developing what the company calls ‘blind steganography detection.” The application uses mathematical modeling to determine “normal” ranges of color, intensity, saturation and hue of images and then automatically compares them to given images to detect any deviations from the norm. These deviations provide distinct clues to the level of purity of image data and can, thus, confirm the presence of steganographic hidden messages in computerized images. On a “macro” level, Wetstone has created SI FI (Synthesized Information from Forensic Investigations); a secure distributed evidence repository designed to pool information from intrusion detection programs from multiple locations and also from past forensic investigations. The tool addresses the critical need for organization in optimizing analysis capabilities, especially between criminal justice agencies working on multijurisdictional cases and wishing to share information in a secure web based environment. It allows investigators the options to correlate and graph information on any number of attacks and employ data mining capabilities to tease out common patterns between them. SI FI is widely viewed as a tool that can help identify how such attacks are performed and can also serve as a test bed for the creation of future forensic tools to control these attacks (  Gordon et al, 2002).

The Nexus Between Cybercime Enforcers

and the Private Sector

Undeniably, the private sector has emerged as an indispensable element in the ever-changing equation to effectively impede the illegal achievements of today’s cybercriminals. Without the private sector, the law enforcement community would be incapable of even remotely offering minimal resistance to this formidable enemy. The technological benefits inherent in private sector involvement in the fight against cybercrime are evident. But, are there drawbacks as well? In a quest to control and prevent cybercrime, might there not be a danger of an over reliance on the creativity and resources of the business world? Some in the law enforcement community think so. They have expressed some inner conflict over the dynamics of criminal justice system-private sector interactions. Law enforcers have become torn between appreciation for the availability for existing technology, regret over the absence of needed technology not yet developed, and, somewhat ironically, a sense of resentment over their critical dependence on resources originating outside of the criminal justice system. Some of this uneasiness stems from the dread of relinquishing command to an outside entity, not unlike the experience of having to yield a criminal investigation to another law enforcement agency as a result of jurisdictional disputes. Some dissatisfaction is rooted in the belief that the private sector’s dominating role has contributed to a transformation of the public perception that law enforcement is relatively weak in cybercrime enforcement and has also encouraged businesses to treat law enforcement as an afterthought. 

Given the technological implications of the private sector’s role in fighting cybercrime, it is easy to lose sight of the fact that the criminal justice system-private sector relationship is symbiotic; the private sector depends on the criminal justice system almost a much as the criminal justice system depends on it. The computer security/forensics technology industry is, to a degree, beholden to the criminal justice system, virtually guaranteeing a sustained, viable market for the purchase and use of private sector products and services. That is why the most astute managers of these businesses realize that it is in their companies’ best interests to forge meaningful partnerships with law enforcement agencies to steer those agencies toward greater self-reliance.  

An example of such a partnership on a local law enforcement level, is the one developed by the Wayne County, Michigan Sheriff’s Office. The office turned to the private sector for help when the cost of developing a cybercrime unit and training of cybercrime enforcers was determined to be unmanageable. To help them meet their objectives, the Wayne County Sheriff’s Office actively enlisted the assistance of 20 private corporations, including General Dynamics Corp., Xerox, Novell, Ameritech, and Electronic Data Systems Corp. (EDS). Each of the firms donated valuable resources and training to the unit and some, like EDS, also donated expert consultation for the office’s investigations of computer network intrusions. While such relationships show promise, there are some inherent pitfalls, like potential law enforcement conflicts of interest particularly if the businesses donating products/services run into legal trouble themselves down the road (McKay, 2001). 

The private sector can learn much from the cultivation of working relationships with law enforcement, some of it beyond the scope of the normal undertakings of the business world. Much of this information centers on a precise understanding of the inner workings and strategies of criminal groups in the commission of cybercrimes, insights that would suitably equip the private sector to more accurately tailor products/services to changing needs. Recent events have demonstrated how the intersection of key dimensions of computer crime have signaled greater complexity of attack from the criminal world. One such intersection is the growing use of bots in cases of digital espionage. In Israel, for example, Ruth and Michael Haepharti were recently convicted of building spying bots that they sold to executives at Israeli competitive intelligence firms, who, in turn, illegally collected proprietary information by transferring the software to their clients’ vulnerable computers. Similar activity is being seen in the U.S., and private-public teams are organizing to tackle this problem. “Bot Fighters” like Assistant U.S. Attorney James Aquilina and Special Agents Cameron Malin and Kenneth Mcguire of the FBI are a few of the pioneers in these teams that are responsible for cracking bot-related crimes (Gage and Nash, 2006). 

An even more troublesome intersection is the one of organized crime and the criminal use of bots on the Internet. (WEB mob material and Return of WEB mob here) The Secret Service brought down Shadowcrew in October of 2004 after extensive investigation into this “web mob” responsible for wide scale auctioneering of stolen and counterfeit credit and identification cards on the Internet. The group was organized into “administrators” directing “moderators” who ran discussion forums, “reviewers” responsible for evaluating the worth of the to-be auctioned products and “vendors” responsible for selling the products. Over 4,000 general “members” visited Shadowcrew’s Internet marketplace to get information on committing fraud. The group used a number of effective techniques to escape enforcement like encrypted text and “proxy” servers to impede tracing. The group added another layer of protection through the use of virtual private network (VPN) “anonymizers” that hides the IP addresses of the users. While the Secret Service turned to available technology to override the VPN defense, it was their ability to use an informant who was secretly placed within the group that cracked the case. An informant running one of the group’s servers assisted the Secret Service in operating its undercover operation, and the Secret Service was able to use software to “trap and trace” filtered Internet traffic and pinpoint offenders’ IP addresses. (Gage, December 15, 2005; Naraine, April 13, 2006). While this Web mob was vanquished, other, more recently developed ones have arisen armed with sophisticated bots, further complicating the job of cyber enforcers. 

Private sector teams like the Rapid Response Team at iDefense, and enforcement agencies like the Secret Service and the FBI are uncovering evidence that the new breed of Web mobsters has strong connections to conventional organized crime, specifically the Russian mob and loosely affiliated mob groups. These groups have set up Russian web sites that offer to infect computers for use in botnets at $25 per 10,000 hijacked personal computers. There is now fierce competition between criminal groups to control the resources of infected computers with documented attempts to hijack botnets. The Web mobs’ use of Trojans like MetaFisher that are connected to Web-based command and control interfaces has already spread to countless PCs. These mobs use career web sites to recruit “money mules” to help launder and transfer funds, “under the radar” from hijacked online bank accounts. They are using more malicious programs to destroy software developed by rival crime groups and are directing threats against these criminal competitors, as well as against anti-virus vendors. They have even gone as far as using violence against known hackers to force them to join their operations. In short, the new Web mobs have resorted to the long-established criminal traditions of syndicate crime (Naraine, April 13, 2006). 

Enforcement agencies and private firms are recognizing the importance of working together to help ensure a potent effort to contain these new Web mobs. Speaking at the RSA Security Conference in San Jose, California in February of 2006, FBI Director Robert Mueller called the private sector the “first line of defense” against cybercrime and pointed out that the FBI had been most successful with cyber crime cases when they had involved major technology industry players. The director of iDefense’s Rapid Response Team, Ken Dunham, has added that government-corporate collaborations lay the critical groundwork for improved responses to cyberthreats. However, the Vice President of Threat Research at WebRoot, sees need for improvement on the public sector side, most notably in enhancing development of international cooperation and breaking away from an overdependence on reactive methods devoid of any reasonable analysis of possible future trends in criminality (Lyman, February 17, 2006). 

Like modern day life, modern day crime is mobile. The Internet notwithstanding, criminal’s capability to offend across local, state and federal jurisdictions has greatly increased in the past several decades.  Traditional jurisdictional boundaries can often make it difficult to investigate cases that involve itinerant offenders.  By joining forces between agencies that have overlapping, regional or national authority, the obstacles posed by jurisdictional boundaries can be erased.

The concept of the multi-jurisdictional or multi-disciplinary task force is not a new one to the world of law enforcement.  Since the days of forming a posse in the Wild West to catch a gang of cattle thieves, law enforcers have often embraced the fact that a focused group, using combined skills, knowledge and manpower possesses a better chance of success than disjointed individuals pursuing the same goal.  Recent history is dotted with famous examples of law enforcement task force operations, such as the group dedicated to catching the Unabomber serial killer, and the Internet Crimes Against Children task forces dedicated to combating the online exploitation of children.

In addition to providing a vehicle to investigate crimes across traditional jurisdictional boundaries, the use of a law enforcement task force also enables a group to combine knowledge, skills and talents to create a skill set that is greater than the sum of its parts.  Modern, technology crimes in particular require a wide variety of specialized knowledge to confront.  The breadth of technology advances and the speed at which they change make it almost impossible for any agency, no matter how large, to retain a specialist in every facet on staff.  Multi-disciplinary task force operations allow agencies to pool talents in various areas of expertise to create a knowledge and skill base that is agile, diverse, and resistant to fiscal or organizational shortfalls that can occur in a single agency.

The Problem of Identity Fraud

Scope of the Identity Fraud Problem

Identity fraud has arisen as a major problem for both the criminal justice system and the private sector, especially in its overlap with other crime areas like terrorism, money laundering, drug trafficking, alien smuggling, and weapons smuggling.  Identity fraud is the criminal process of using false identifiers, fraudulent documents, or stolen identities (identity theft) in the commission of a crime. It has been employed by criminals and criminal organizations in an effort to facilitate  criminal activities and to avoid detection of those acts. While identity theft specifically refers to the theft of an actual person’s identity, identity fraud is encompasses the wider scope of the fraudulent use of any real or fictitious, identity, The rocketing rise of Internet use Internet, allowing illegal access to personal identifiers through hacking and to websites that demonstrate how to create and/or obtain fraudulent documents, has exacerbated this problem.   Complicating the law enforcement is that
 there exists no discrete data source responsible for the compiling and reporting of all incidences of identity fraud. Consequently, there is no fool-proof way to effectively measure the size and scope of identity fraud. Much of the information on identity fraud that does exist, is in the form of data that must be culled from information on crimes that are facilitated by identity fraud. At the present, we have no central repository for identity fraud.  No federal government repositories, such as the UCR (Uniform Crime Reports) and NIBRS (National Incident-Based Reporting System), are currently responsible for collecting identity fraud data (Gordon, Willox, Rebovich, Regan and Gordon, 2004).

Understanding the size and scope of identity fraud is difficult to say the least. Many entities try to collect information on these dimensions, but, in large part, they represent piecemeal efforts. Collected statistics are affected by enforcement shifts and by the fact that is has not entirely been recognized as a discrete “crime area.” The collection of data on identity fraud is an amalgam of federal, state and local agencies (e.g., GAO, FTC, Social Security Administration, State Attorney Generals’ Office) with little cross communication. Attempts to gauge the extent of identity fraud have demonstrated continuous rises in frequency over time and little changes in the demographics of victims. Some of the resulting lack of coordination between interested enforcement entities is blamed by some for the extended periods of time within which offenders can sustain their criminal activities. 

 Exacting a true measure of identity theft in the U.S. today is, thus, one of the most formidable tasks facing the law enforcement community.

This is a crime area in which the bulk of the richest data resides within the domain of the private sector, with some aggregate information collected by public entities like the Federal Trade Commission. In its annual report titled “National and State Trends in Fraud and Identity Theft – December 2004, the Federal Trade Commission had reported that identity theft had topped the list of fraud-related complaints for 5 straight years. (Federal Trade Commission, 2004).  One dependable private sector source of data has been the credit card industry which started collecting data on identity theft and account takeovers in the mid 90’s.  Despite making up only a small percentage of total credit card fraud, both the criminal justice system and the private sector have been compelled to devise quick solutions due to the potentially devastating effects identity fraud victimization can have on victims’ credit ratings and financial stability. Besides officially establishing identity theft as an illegal act, The Identity Theft and Assumption Deterrence Act of 1998 established the Federal Trade Commission (FTC) as a central repository for the reporting the crime of identity theft and now stands as the recognized source of aggregate Identity theft data. (Federal Trade Commission, August 30, 2000). 

As a relatively new crime area, identity fraud not only represents the criminal activities inherent within the act, it also has demonstrated itself as a facilitator of other, more traditional crimes. Offenders who use identity fraud as a crime facilitator acquire or fashion “breeder” documents (e.g., birth certificates) and use them to procure other identification documents (e.g., passports), gaining more credibility as they move along. Some may cross borders using this fraudulent documentation, eventually obtaining driver’s licenses and social security cards, allowing them to open bank accounts and establish a “purer” identity. This identity purifying process has been recognized as a key component of increasing the chances of successful criminal activities in the areas of drug smuggling, human trafficking, money laundering as well as activities enabling acts of terrorism (Gordon et al, 2004). 

Alien smugglers have used fraudulent documents to obtain immigration benefits (e.g., permanent residency and work authorization) for aliens smuggled into the United States and have taken advantage of the Visa Waiver Pilot Program (VWPP) which allows nationals from some countries to enter the U.S. with only a valid passport.  Incidents of smugglers using both counterfeit and genuine passports from VWPP countries to smuggle non-VWPP nationals has risen. The elimination of visa policies in other countries is also exacerbates the alien smuggling- related fraud problem. An even thornier problem is the fraudulent representation of U.S. employment for aliens, particularly in cases in which alien smugglers create fictitious companies for which the aliens would ostensibly work. Such fraud has occurred in over 90% of INS’ analysis of 5,000 L-1 visa petitions, representing a “new wave” in alien smuggling.” (GAO, May 2000).

Replacing a Criminal Justice Control Model

With a Private Sector Prevention Model


The criminal justice system has attempted to address the growth of identity fraud through the same processes that it has addressed evolving crime areas in the past; by creating new and tougher laws prohibiting undesirable behavior. The Identity and Assumption Deterrence Act, Internet False Identification Prevention Act and the “Safe ID” Act have all tried to tackle the problem of identity fraud control and prevention. While the Identity and Assumption Deterrence Act spelled out definitions of the criminal act and delineated penalties, the Internet False Identification Prevention Act and the “Safe ID” Act went steps further to criminalize the electronic transmission of counterfeit identification through websites and the trafficking in false authentication features (e.g., holograms, watermarks). Legislation like the Customer Identification program of Section 326 of the Patriot Act reaches further by creating minimum standards for financial institutions ensuring the identification of customers, but most related criminal justice system generated responses to identity fraud cling to the familiar crime control/punishment model.

Once again, the private sector has become actively engaged in 21st century crime problems by offering a fresher model invested more in preventing identity fraud through a pronounced emphasis on authentication. This model is borne of the model employed by credit card companies to cut their losses through fraud, particularly as they relate to e-commerce fraud. With consumer use credit cards on the Internet rocketing and business surveys like that of GartnerG2 revealing over $700 million lost in online sales (19 times higher than offline fraud losses) and Pew Internet Project public surveys showing over 85% of the public fearing online credit card theft, the private sector has been compelled to develop more sophisticated methods to thwart e-commerce identity fraud using credit cards by enhancing authentication systems.

 New consumer-friendly authentication systems have been introduced by both Visa (i.e., Verified by Visa) and MasterCard (i.e., Universal Cardholder Authentication Field Secure Payment Application [SPA]). Each has entailed some consumer inconvenience of momentarily leaving the merchant checkout page, but has strengthened security through password based authentication systems and attaching authentication information to authorization messages. The actions taken by Visa and MasterCard form the basis of technology-based actions to prevent credit card fraud in general. They include the employment of credit card processing firms that use powerful technology that tracks “identifiers” of unusual use patterns. Firms like First Data have engineered artificial intelligence methods for understanding potentially fraudulent transactions. First Data’s development and use of neural networks flags “high end” and “simultaneous” transactions and produces metamorphic models that predict fraudulent credit card transactions, the formulas for which are kept top secret.

A growing number of private firms are dedicating the lion’s share of their business to tracking credit card use patterns to detect identity fraud. ID Analytics, for instance, developed ID Score to track purchasing behavior as a way to detect identity fraud. An enhanced component of ID Score, Graph Theoretic Anomaly Detection, spots unusual patterns with two separate models. Its retroactive model analyzes the past and determines where and when fraud has occurred. Its predictive model replicates past behavior patterns to detect future identity fraud. The firm Fair Isaac has developed their own model, Strategy Science, that factors in criteria such as the retail environment, the transaction amount, and the time of transaction. Their model also weighs the likelihood of false positives, reducing the chances of needlessly alarming legitimate cardholders. (MacDonald, 2006). 

In the responsive “mode” to the identity fraud crime problem, many other companies are now developing technology exclusively for front-end applications. Atlanta-based InterCept Payment Solutions has touted its “fraud scrubber” that analyzes a consumer’s payment behavior to determine the potential for fraud, weighing those patterns against fraud patterns. New Jersey-based Retail Decisions is emblematic of the new direction taken by firms. The company uses a proprietary database of 75 million records on credit card accounts, shipping, e-mail and Internet Protocol addresses suspected of being connected to acts of fraud. Retail Decisions uses the database for its fraud detection tool called ebitGuard, tracking static data used by fraudsters like the same phone numbers or mailing addresses. Since fraudsters will often test the validity of stolen account numbers by initiating, but not completing, long distance calls, ebitGuard is designed to search account numbers that had charges for such unbilled long distance calls.  In his assessment of how the private sector has analyzed the identity fraud problem and quickly responded, Peter Lucas of Credit and Collections World has proclaimed that great inroads have finally been made. As Lucas puts it, “With so many new weapons now available to combat fraud and create greater operating efficiencies, creditors and collections agencies appear well armed to battle criminals and recover dollars more efficiently without dramatically increasing operating costs.” (Lucas, 2006) 

Fraud protection technology vendors are incrementally devoting more of their resources to criminal methods research (i.e., methods used by identity fraudsters) to effectively stay “ahead of the curve.” In 2005, ID Analytics conducted such a study of over 300 million account applications with some fascinating results. The form of identity fraud gaining most in popularity for identity fraudsters is something called “synthetic” identity fraud. Some identity fraudsters are abandoning the standard ways of committing identity fraud through using a victim’s name and other personal data to access the victim’s financial or credit card accounts, and assembling bits and pieces of real identities to create a “synthetic” new identity. In the synthetic approach, criminals may modify a valid Social Security number to create multiple variations of similar names across the numerous identities. The goal is to fashion a fictitious identity and construct a credit history allowing them to apply for credit cards or borrow money. ID Analytics found that these “synthetic” identity fraudsters like to open up wireless accounts to help substantiate the identities and operate quickly to victimize individuals and businesses, abandon the identities and, then, move on to create new synthetic identities. While ID Analytics found that only 15% of synthetic identity fraud attempts were successful, compared to 28% of standard identity frauds, they also found that synthetic fraud now accounts for over 83% of identity fraud incidents and over 73% of funds lost through identity fraud. As a result of their research findings, ID Analytics is hard at work devising technology to specifically detect observable patterns in synthetic identity fraud, such as the use of variations of names and the use of celebrity names, making them easier to remember. Their work is cut out for them given the growing proliferation of synthetic identity fraud “how to” kits available on the Internet.

(Wolfe, 2005; Electronic Payments Week, February 15, 2005).  

Adapting Private Sector Models to the Justice System:

Information Sharing on a National Level

In the national post 9/11 atmosphere, the private sector has been looked to for the development of a technology and information-based model to not only control Internet credit card fraud, but also to prevent identity fraud that could culminate in terrorist acts. The conventional wisdom is that too much is at stake to be left to the time-worn models of the criminal justice system that rely on reaction. These new models assess the “threat” to an “asset” and the appropriate level of protection needed for that asset. Pioneered by the financial service industry (e.g., credit reviews prior to the granting of credit cards, approval of loans), these models are dependent on the layering of risk management, for identity authentication, based on factors like cost, speed of decision making, availability of information, and sophistication of those making the threats. The models avoid reliance on simple identity document matching, and are composed of three parts; validation, verification and authentication.

LexisNexis is one company that has mastered such an authentication model called Radiant Trust, and has offered it as a blueprint for a national identity fraud prevention system. At its initial, and most basic, validation phase, Radiant Trust determines if identification information is fictitious by consulting tables of records to confirm that the identifier information conforms to an established format and satisfies an existing logic that the person is “real.” The next, more sophisticated, level of verification uses parallel searching of multiple databases to determine if certain “identifiers” logically “belong” together. Balanced against cost and the need for precision, discrepancies at this level can lead to deeper analysis. The final and most sophisticated level, authentication, builds on the first two levels to create a modeling/scoring engine, mirroring private sector credit risk models, that determines authenticity based on variables of existing records (e.g., addresses, social security numbers). In this engine, each variable is assigned a weight based on the assessed strength of prediction of real identification. The engine is continually updated as new data is entered into the system and scores are created in near-real time. “Exception” scores are isolated for deeper analysis through the searching of specialized databases (Gordon et al, 2004). 

Authentication models like Radiant Trust appear to be the wave of the future in the private sector to prevent identity fraud. They can be complex for they not only include the building of the models and the development of scoring processes, but they require the procuring of appropriate data and the access to data to develop effective and secure national repositories. This presents the greatest challenge to success, for the effectiveness of the model is based on the extent to which the public and private sectors will share the data to populate data repositories and specialized databases needed for these decision systems to work. Positing that such a system fills the gap left by the lack of viable identity fraud prevention methods engineered within our justice systems, private firms like LexisNexis, are aggressively promoting a bold new direction in which criminal justice agencies, as well as other components of the public sector, acknowledge their inability to administer such a system and partner with the private sector to ensure its success. Such a partnership would relieve the public sector of the burden of its mammoth costs, but would mean the liberal sharing of types of national information heretofore viewed as too sensitive to entrust to the private sector. Acknowledging the effectiveness of the private sector’s authentication models, the burning question of whether such information is secure in the hands of private sector remains (Gordon at al, 2004). 

Partnerships for Identity Fraud Control

The serious local, regional and national security exposure that identity fraud crimes cause requires the attention of law enforcement agencies at all levels, but also provide significant obstacles to enforcement.  Traditional crime fighting has relied on a “time of flight” factor since the beginning.  This formula held that a perpetrator of a crime could only travel a certain distance within the time that has elapsed since the occurrence of the offense.  The speed with which a police agency could mobilize forces would then determine the size of the area that most likely contained the suspect.   This concept has been significantly affected by advances such as motorized vehicles and air travel, but it has been all but nullified by the advent of electronic communications.

The challenges to law enforcement posed by identity fraud crimes demand the use of creative solutions such as applying aging statutes to new age criminal acts, and utilizing partnerships that blur the line between government and industry.  In the Chicago metropolitan area, a coalition of government, enforcement agencies and private corporations have joined forces to address identity fraud.  The Chicago Metropolitan Identity Fraud Task Force (CMIFTF) uses the combined resources, skills and knowledge of its member agencies to “arrest and prosecute criminals that engage in organized identity fraud crimes, seize assets, educate Law Enforcement and private sector Investigators, and serve as a deterrent to suspects.” With members such as the FBI, American Express and Circuit City (CMIFTF, 2003), the CMIFTF provides a modern model for fighting what is surely an uphill battle against identity thieves. 

A bright light in creative partnerships addressing identity fraud is the information sharing partnership between the Identity Theft Assistance Center (ITAC) and the Federal Trade Commission. ITAC is a center operated by the Washington DC-based private non-profit Identity Theft Assistance Corporation. The center is supported by 48 large financial service companies, members of the industry group The Financial Services Roundtable and its information technology sister organization, BITS. Among the supporting companies are Ford Motor Credit Co., U.S. Bancorp, and Wells Fargo & Co. ITAC shares identity theft information, like the types of scams reported by victims, with the FTC, which then shares the information with appropriate law enforcement agencies. Information is only shared with the permission of victims. The information sharing is an effort to overcome problems like the lack of necessary information for law enforcement agencies in bordering cities or counties on identity fraud cases. Identity fraud cases that have no obvious links to cases in bordering jurisdictions would otherwise garner little law enforcement attention. Financial service firms would, in the past, share identity fraud information with local law enforcement agencies, but a national data-sharing effort was unheard off. That situation has changed with the private-public partnership developed through ITAC (Gross, 2005).

Summary

From producing non-lethal weaponry to subdue resistant suspects, to designing substance testing and protective equipment for the investigators of environmental crimes, to the perfection of DNA matching techniques, the private sector has a long history of aiding the criminal justice system as it reinvents itself in the age of technology. One would be hard-pressed, though, to find arenas within which the private sector has become so dominant in this role than in the control and prevention of computer crime and identity fraud. In recent years, the private sector has carefully analyzed the complexities of meeting the challenges presented by these two crime areas and has admirably responded by turning out products and services that not only assist the criminal justice system to reach its objectives, but has also filled in crime control/prevention “gaps” that the criminal justice system has been unable to satisfactorily address. In addition, the private sector has assumed a prescient “metamorphic” role in that it has strived to perpetually adapt its innovations to pattern changes of offender methods and predict possible courses offenders might take in the future.

The private sector response to the accelerated rate of computer crime has, in effect, led to the birth of a growth industry; computer crime forensics. Law enforcement agencies increasingly reach out to the private sector to avail themselves of the necessary forensic tools to detect and track acts of computer crime. Companies like PG Lewis and Associates and Protiviti have sprouted throughout the U.S. offering highly valued forensic services to businesses hoping to uncover computerized criminal evidence. With the majority of written communication now being digitally created, computer forensics has now become essential to the successful disposition of corporate investigations and litigation support in civil and criminal matters. These computer forensic firms are able to unearth criminal evidence in the form of e-mail communications, web sites visited, file destruction and account alteration thought by the perpetrators to have been deleted or destroyed. Such firms also serve a vital function to the business community by 1) predicting potential for fraud through fraud vulnerability assessments; 2) protecting businesses from costly lawsuits by analyzing suspect employees and preserving all data in advance of potential litigation; and 3) preventing potential problems by ascertaining if proprietary information had been copied, e-mailed or printed without authorization.

There is no end in site for the need of the private sector to move rapidly forward to manufacture fresh new tools and services in the race to impede the criminal actions of those who use the computer as a weapon, target and repository of criminal evidence. There are clear signs that neither the private sector nor the criminal justice system believes that “targeting hardening” in the physical sense alone will markedly stunt the progress of the offenders. Collaborative efforts between the private sector and the criminal justice system are becoming more common in the computer crime area. The new wrinkle, though, is that past one-sided dependence of the criminal justice system on the private sector is beginning to slowly, but surely, change. The private sector is demonstrating a clearer willingness to recognize the wealth of information the criminal justice system possesses with regard to changes in crime commission methods, particularly as they relate to acts of conspiracy and group/organized crime. Needless to say, such “soft technology” collaborations are required for optimization of computer crime control/prevention efforts. 

As for identity fraud, it is more insidious than computer crime in that it has become the enabling agent for crimes diverse as terrorism, money laundering, drug trafficking, alien smuggling, and weapons smuggling.  Effective means to address the problem are prevented by the lack of any reliable, organized reporting system that accurately reflects all reported identity fraud, across agencies and jurisdictions, as well as international borders. While the criminal justice system has clung to the “deterrence-through punishment” model, private sector identity fraud control/prevention models that are rooted in neural network pattern tracing and proactive authentication methods have gained popularity, especially within the business community. The private sector is busy creating new tools to effectively enhance the capabilities of these authentication models. This approach, however, will not work on a national scale unless there can be some agreement on the sharing of public and private information such models. Model systems, such as Radiant Trust, provide examples of potential solutions for sharing appropriate information in order to facilitate identity authentication.  

 Without private-public systems in place to authenticate individuals on a national scale, identity fraud is destined to spread.  As it is now, decision makers are unable to administer accurate and expeditious authentication assessments without access to specialized data bases and trusted technology, and the education and training necessary to operate them. There are many challenges to successfully developing the means to slow down this growing problem. These challenges include the sharing of public and private information, issues surrounding protection of privacy and the availability of and easy access to false identification sources. The private sector must continue to perfect authentication methods and proven risk management strategies that provide the basis for faster and more effective determinations of identity.  For these refined models, effective information analysis, including scoring and modeling, is essential.  Information sharing and data integration from private and public sectors is the core element for the provision of sophisticated information analysis, which can then be shared across the affected parties within a trusted environment (Gordon et al, 2004). 

But, trusting government-private sector partnerships is still the key for reigning in both computer crime and identity fraud. . While law enforcement agencies struggle in an attempt to stay current with emerging trends in electronic crimes and identity fraud, many are overlooking a resource that already is prepared with the knowledge they need.  The limited financial, academic and human resources available in most government entities are constraints that are often not shared in private industry.  Although possibly limited to the specific industry in which they do business, private companies will likely have knowledge, resources and skills that cover modern technology in a breadth and depth not possible in a government funded agency.  Since they are the major consumers of high technology, private industry will continue to have personnel on staff that are well versed in how these systems function, common security measure, and methods that can be used to collect evidence of use and misuse.

Cooperation between private industry and law enforcement agencies is historically limited, and in some cases non-existent.  This lack of trust is a two-way street that stems from a fundamental failure to understand the missions and needs of each other.  This lack of knowledge is echoed in the findings of the FBI/CSI studies, which anonymously poll private companies on the subject of computer crime victimization.  The results of these studies have repeatedly shown that even though the instances of hacking, intrusions and electronic espionage are on the rise, only approximately one third of these instances are reported to law enforcement. The reasons for this large scale under reporting are varied, but most agree that they include business decisions made by private companies to limit negative publicity and the belief of many in private industry that law enforcement agencies can’t be trusted with sensitive company information, and are incapable of investigating high technology crimes anyway.

The failures that have plagued law enforcement task forces in the past coupled with the challenges of fighting modern day crimes all point to the need for a new model for forming these collaborative ventures.  Criteria for this model are the inclusion of a wide range of members that are both multi jurisdictional and multi disciplinary, and partnering with academic and private industry entities that can bring cutting edge knowledge, skills and resources to the group.  With little fanfare, one of the best examples of this model at work has, curiously, been running for over a decade in New York City.  In 1995, the United States Secret Service founded the New York Electronic Crimes Task Force.  This task force was created with a mission to combat high technology and financial fraud crimes in and around the greater metropolitan area.  When creating a membership structure for the task force, the Secret Service used a “form follows function” approach, realizing that embracing non traditional partners from the private sector would be critical to fighting crime in a city that is the business capital of the world.  Boasting partners such as John Jay college and some of the most well-known wall street powerhouses, the New York task force has successfully created an atmosphere of government-private sector trust, sharing and partnership that has thrived where many others have failed. It is incumbent upon both the criminal justice system and the private sector to underscore productive endeavors like these and may, hopefully, effect change so that it becomes the norm for the future.
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