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Technology and the Criminal Justice System

Class Notes

There are 17 different types of internet fraud schemes that are listed on the FBI’s website.

From the classical perspective, the benefits outweigh the costs and that’s why people commit crime.

Clearance rate: percent cleared by arrest.

The theory is that only the stupid criminals get arrested. That’s why IQ is linked to crime.

The skills to commit the crime are low, punishment is low and probability of getting detected is low.

Hackers are trying to take down the internet system. They predict that this is the type of espionage attack that terrorists will look to.

FBI goes out of its way to post the exceptions on the internet.

Telemarketing fraud
Once botnets find you, you become an easy victim.

Internet auction fraud: Entwistle was a victim of internet fraud and he can use his disgruntled state as a defense.
Nigeria letter scams
It’s a successful boom to Nigeria’s economy so their government isn’t doing much about it. The perpetrators of the Nigeria letter scams know that people will not report being victimized because the victim is involved in an illegal activity to begin with.

Many high profile people become victims (e.g. actors, professors and lawyers).

Counterfeit cashier check scheme 
You are sent a check with an excess amount. You cash what you need and are asked to send the remainder of the money back. The victim doesn’t know that the check is no good. Days later you find out the check was bad and you lost the excess money that you sent the criminal. Sometimes the criminal will call you before you find out that the check you cashed was no good and ask you to return the rest of the money. In this scenario you’ve paid the criminal more money and you are put on the stupid list.
Debt elimination scheme 
The criminal asks you if you want to lower or eliminate your debt or consolidate your debt. They say that to clean up your credit they need some of your personal information. They usually charge you a fee and sell your personal information. They target college students especially because they have poor credit. After you become a victim of this you will be put on the revictimization list.

Work at home scams 
Bogus foreign based companies contact you. They usually find you if you’ve posted yourself on a job search site. They offer you the opportunity to work at home. They ask for your personal information. They claim to hire you and tell you that there’s a check in the mail coming to your house. When the check comes it is fore more than what you are promised. They tell you to wire the excess money and you become victim of the counterfeit cashier check scheme outlined above (once you wire money out of the country it is irrevocable).
Sometimes a criminal will contact a person who is trying to sell a television and pose as a trading company. They will trade the television for money. They will then contact a buyer who wants the television and the criminal will rip off both parties.

Third party affiliate frauds: They direct you to a fake paypal site.

Ponzi Scheme 
An investor promises to pay you high return for initial investment. In this scheme you do get high return. This is a scam usually played on the risk takers and gamblers. You’re asked if you want to roll over the money and you say yes. The person takes your money and takes off.

Phishing 
You get fake emails that refer you to a website that takes your information. Some send out bad emails and scams. They may pose as Bank of America to steal information.

Reshipping scams: Reshippers are being recruited. You are asked to take materials that are sent to you and send them to a third party. Everything gets traced back to you.

