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Abstract—A fault-tolerant scheme, called dual homing, is gener-
ally used in IP-based access networks to increase the survivability
of the network. However, dual homing itself cannot provide sur-
vivability with respect to possible failures in the Wavelength Divi-
sion Multiplexed (WDM) core network. To provide survivability
in the core network, protection and restoration techniques must be
used. In the past, dual homing architecture and protection are
studied separately. In this paper, we observe that the dual hom-
ing architecture introduces new issues for protection and restora-
tion design, especially when providing survivability against two
independent failures, one in the access network and the other in
the core network. This paper provides an integrated solution and
studies the protection design problem in the WDM core network,
given a dual-homing infrastructure in the access network. Several
algorithmic solutions are proposed, and performance of the solu-
tions is compared.

I. INTRODUCTION

One important issue in IP-over-WDM networks is survivabil-
ity, which is the capability of the network to function in the
event of node and/or link failures. There are two types of sur-
vivability that need to be considered in the Internet, one in the
access network and the other in the core network.

Dual homing is generally used to increase survivability in the
access network. In a dual homing architecture, a host in the ac-
cess network is attached to two IP routers, called dual homes,
which are connected to underlying edge optical cross connects
(OXCs) of the core network, as shown in Fig. 1. The main ob-
jective of dual homing is to provide enhanced survivability to
protect against access node failures caused by system malfunc-
tion, scheduled outage, or an access link failure. Dual-homing
architecture design has been extensively studied in self-healing
ring networks [1], [2], [3], [4], [5].

In WDM networks, survivability is usually provided to han-
dle a link failure in the core network. A single failure in an opti-
cal fiber can dramatically degrade network performance, since
a single fiber carries a large amount of traffic. Therefore, it
is critical to support network survivability in WDM core net-
works. Survivability in WDM networks is implemented using
protection and restoration techniques, which provide the sur-
vivability by setting up two disjoint lightpaths [6] between the
source and the destination. One lightpath is called the primary
lightpath and the other is called the backup lightpath. Protec-
tion is a static mechanism, which reserves resources for both
primary and backup lightpaths prior to the data communication.
Restoration, on the other hand, is a dynamic mechanism where
the backup lightpath is not set up until the failure occurs. Exist-
ing literature on protection and restoration in WDM networks
can be found in [7], [8], [9], [10].
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Fig. 1. IP-over-WDM Dual-homing network architecture.

There have been several efforts on providing survivability for
a dual-homed IP-based access network over a WDM-based core
networks [11], [12]. All these studies consider providing sur-
vivability separately at the IP layer verses the WDM layer. In
[11], the authors discuss how to support dual-homing in pas-
sive optical networks; while [12] studies survivability in IP-
over-WDM networks and provides different protection types
(unprotected, protected, and dual homing) for each IP link in
order to keep the network connected in the event of a link fail-
ure. The focus of our paper is to provide an integrated solution
for providing survivability in an IP-over-WDM mesh network.

In this paper, a dual-homing protection problem is studied,
which integrates dual homing and protection by using dual
homing to provide survivability against a single node/link fail-
ure in the access network, and using protection to handle a sin-
gle link failure in the optical core network. We assume that the
failures in the access network and the core network are indepen-
dent, which means that the failure of the access node/link and
the failure of the link in the core network can occur simulta-
neously. By considering the dual-homed IP-over-WDM archi-
tecture (Fig. 1), we observe that, at any given time, each host
transmits data to the destination only through one of the dual
homes. Based on this observation, we see that only one of the
primary/backup paths between the dual homes and the destina-
tion will be utilized at any given time. Also, this property leads
to fewer restrictions on the disjointness constraint between the
two primary and two backup paths from each of the dual homes
to a specific destination. We observe that by providing an inte-
grated solution, we can obtain significant cost benefits as com-
pared to handling survivability separately at each of the layers
(IP and WDM).

The rest of the paper is organized as follows. The network ar-
chitecture of dual-homing protection is described in Section II.
A detailed problem description is presented in Section III. In



Section IV, we propose a number of different heuristics to solve
the dynamic dual-homing protection problem. In Section V, we
evaluate the performance of all the proposed algorithms. Fi-
nally, the conclusion is presented in Section VI.

II. NETWORK ARCHITECTURE

In this paper, we consider an integrated IP-over-WDM net-
work as shown in Fig. 1, where a host in the access network is
attached to two IP routers (homes) in the IP-based access net-
work. Each IP router is connected to an optical cross connect
(OXC), which in turn is linked to other OXCs that constitute the
all-optical WDM core network. In a dual-homing architecture,
two link-disjointpaths connect the host to its dual homes, which
provides survivabilityagainst a single IP router (access node) or
access link failure. The dual-homed IP routers are connected to
the underlying OXCs, which convert the IP packets into optical
signals and the packets are transmitted over the WDM layer to
the corresponding destinations.

In the event of an access node failure, by using dual hom-
ing, the access traffic can be shifted to the other home (access
node), which in turn transmits the data traffic to the destination.
We observe that in the event of an access link failure, the access
network is survivable with dual homing infrastructure. Hence,
dual homing provides survivability against a single link or node
failure in the access network. In the event of a link failure in the
core, we adopt link-disjoint dedicated path protection to pro-
vide survivability [7], [8], [9]. Therefore, the dual-homing pro-
tection problem we study in this paper can provide survivability
subject to a single access link/node failure as well as single core
link failure simultaneously.

In our model, we assume that when the IP router fails, the
OXC connected to the router continues to carry optical traffic
from other OXCs in the core network. This assumption is rea-
sonable since WDM layer is a separate layer, and switching
functions are provided independently at the WDM layer.

In dual homing, we have two source OXCs, with only one
source OXC transmitting data to a specific destination OXC at
any given time. Therefore, we observe that, in most solutions,
the primary paths between each of the two source OXCs to the
destination OXCs need not necessarily be disjoint. As a matter
of fact, we find that having the primary paths share the maxi-
mum number of links reduces the amount of resources reserved,
which is one of the primary objectives in this work. On the other
hand, the disjointness constraint between the primary paths and
the backup paths has to be satisfied. The detailed description
of the problem and the solution approaches are given in the fol-
lowing sections.

III. PROBLEM DESCRIPTION

A WDM network can be modeled as an unidirected graph���������
	��
, where

�
is the set of OXCs and

	
is the set of

WDM links. Let the wavelength cost of a WDM link 
�� 	
be ����
�� . Let the maximum number of wavelengths in each link
be � . Suppose the current request is given by ������� � ����� �
� � ,
where � � and � � are two OXCs connected to the dual-homed
access routers of the current request, and

�
is the destination

OXC that in turn is connected to an IP router that connects to

the destination host of the current request. Let the primary light-
path from � � to

�
be denoted by  �! and the link-disjoint backup

lightpath from � � to
�

be denoted by  �" . Similarly, the primary
lightpath from � � to

�
is denoted by  �! and the link-disjoint

backup lightpath from � � to
�

is denoted by  �" . Let # be the
set of all links used in the primary and backup lightpaths for the
current request, where # �  �!%$  �" $  �!&$  �" .

If the core network is reliable,  �! and  �! are not necessarily
disjoint as shown in Fig. 2(a). However, even if  �! and  �! are
disjoint, they cannot protect simultaneous failures in the access
network and the core network, as shown in Fig. 2(b). If the
access node of � � is down, and one link in  �! is also down, data
cannot be sent to

�
. In order to provide dual-homing protected

service, we need  �" and  �" to protect the lightpaths  �! and  �! .
We have the following observations (Fig. 2(c)):

-  �! and  �" must be disjoint.
-  �! and  �" must be disjoint.
-  �! and  �! are not necessarily disjoint.
-  �" and  �" are not necessarily disjoint.
-  �! and  �" are not necessarily disjoint.
-  �! and  �" are not necessarily disjoint.

In this paper, we study the problem to route the lightpaths �! ,  �" ,  �! , and  �" when a new request arrives, which is called
Dynamic Dual-Homing Protection. Without loss of general-
ization, we assume that each connection request is for a single
wavelength.

We assume that full-wavelength conversion capability is
available at each OXC in the core network and that the wave-
length conversion cost is not significant. We only consider the
wavelength cost. Therefore, our objective in dynamic dual-
homing protection is to find # for the current request such that')(
*�+ ����
�� is minimum.

IV. DYNAMIC DUAL-HOMING PROTECTION

We now propose several heuristics for dynamic dual-homing
protection. These heuristics can be classified into two cate-
gories: one category is based on a minimum cost network flow
model and the other category is based on a minimum Steiner
tree model. The minimum cost network flow model computes
minimum-cost link-disjoint paths which satisfy the disjointness
between the primary path and the backup path [14]. On the
other hand, the minimum Steiner tree model considers the shar-
ing among the primary paths and sharing among the backup
paths.

The first heuristic is based on minimum cost network flows.
The heuristic finds the optimal link-disjointprimary and backup
lightpaths from one of the dual homes to the destination, and
then finds the optimal link-disjoint primary and backup light-
paths from the other dual home to the destination.

The second heuristic is also based on minimum cost network
flows and is a generalization of the first heuristic in which we
first select a new node known as the branching node. From
each of the dual homes we compute two minimum-cost link-
disjoint paths to the branching node, and from the branching
node we compute two minimum cost link-disjoint paths to the
destination. This process is repeated, selecting every node as
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(b) Unprotected dual-homing architecture with failures.
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(c) Protected dual-homing architecture.
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Fig. 2. Dual homing and protection architectures.

the branching node, and then choosing the minimum cost solu-
tion. The first heuristic is a special case of second heuristic in
which the destination is chosen as the branching node.

The third heuristic is also based on minimum cost network
flow model and is motivated by the fact that the two dual homes
are usually located close to each other. Here, we find the short-
est link-disjoint paths from each of the dual homes to the desti-
nation, and also two minimum cost link-disjoint paths between
the dual homes. These four paths make up the primary and
backup lightpaths.

The last heuristic is based on the minimum Steiner tree. The
heuristic finds a low-cost Steiner tree that connects the two
homes to the destination and the primary paths are covered by
the minimum Steiner tree. The heuristic then provides path pro-
tection from each home to the destination.

We now describe each of the heuristics in detail and compare
their relative performance.

A. Minimum Cost Network Flow Heuristic (MCNFH)

The minimum cost network flow heuristic (MCNFH) first
finds the minimum cost link-disjoint primary and backup light-
paths from one of the dual homes to the destination, then
changes the cost of the these links to zero (in order to encourage
sharing) and finds the minimum cost link-disjoint primary and
backup lightpaths from the other dual home to the destination.

We can use the minimum cost network flow (MCNF) al-
gorithm to find the minimum-cost link-disjoint primary and
backup lightpaths from one home to the destination. Initially,
we set the capacity of link to be unity in order to force the pri-
mary and the backup lightpaths from ��� to

�
as well as from� � to

�
to be disjoint. Note that the order in which the paths

are computed has a bearing on the total cost. Hence, we first
find the primary and backup lightpaths from one dual home to
the destination, and then find the primary and backup lightpaths
from the other dual home to the same destination. Then we ex-
change the order and repeat the same process. Finally, we select
the solution having the minimum cost.

It is proved that any solution obtained by MCNFH is at most
4/3 times the cost of the optimal solution under the additional
assumption that links are bi-directional. The proof can be found
in [15].

B. Minimal Disjoint Segment-Pair Heuristic (MDSPH)

The minimal disjoint segment-pair heuristic (MDSPH) is
based on the observation that the two primary paths are either
disjoint or there is a branching node which connects the two
homes and the destination. As a matter of fact, if two pri-
mary paths are disjoint, it can still be considered as if there
is a branching node located at the destination. Obviously, the
position of the branching node will affect the total cost of the
primary lightpaths and backup lightpaths.

The MDSPH tries to find the right branching node such that
the total wavelength cost used in both primary paths and backup
paths is minimum. Let

���
be the set of links used in the primary

paths and backup paths, when Node � � � �
is chosen as the

branching node. MDSPH make efforts on finding � " such that� " �����
	���
 *�� � ��� � .
MDSPH always finds a solution if a feasible solution exists.

The solution obtained is no worse than MCNFH, since MCNFH
is a special case of MDSPH where the destination serves as the
branching node.

C. Minimum Cost Shortest Path Heuristic (MCSPH)

In the minimum cost shortest path heuristic (MCSPH), we
obtain link-disjoint shortest paths from the dual homes to the
destination, and then compute two link-disjoint paths with min-
imum cost between the dual homes themselves.The solution ob-
tained is composed of two minimum cost link-disjoint primary
paths from the dual homes OXCs to the destination,  �! and  �! .
The backup path for the first home is composed of the path from
the first home to the second home and the path from the second
home to the destination. The backup path for the second home
is composed of the path from the second home to the first home
and the path from the first home to the destination. Since the



backup paths from a dual home to the destination go through
the other dual home, in the case of an access node failure, we
assume that the underlying OXC can continue to forward all-
optical traffic seamlessly.

D. Minimum Steiner Tree Heuristic (MSTH)

The minimum Steiner tree heuristic uses the fact that a min-
imum Steiner tree is the best approach to connect three nodes
with minimum cost. The idea behind the minimum Steiner tree
heuristic (MSTH) is to find a minimum cost tree which is des-
ignated as the primary tree and then provides path protection to
the dual homes.

Although the minimum Steiner tree problem is NP-hard in
the general case, it is polynomial-time solvable when there are
only three terminal nodes. We observe that a tree with only
three terminal nodes will have at most one branching (or split-
ting) node. Once the branching node is determined, the mini-
mum cost Steiner tree is obtained by finding shortest paths from
the branching point to each of the end nodes (the dual homes
and the destination). In order to find the optimal branching node
in a network with � nodes, we can consider each Node � � � �
to be the branching point and then � � , which consists of the
shortest paths from ��� to � � , from � � to � � , and from � � to

�
,

resulting in � different trees. The optimal minimum Steiner
tree, ������� , is given by the minimum cost tree of the � different
enumerated trees. Two primary lightpaths are provided in ���	�
� .
Then a link-disjoint backup lightpath is constructed from each
source to the destination.

E. Heuristic Algorithms Comparison

We observe that MCNFH and MDSPH can always find a so-
lution, if one exists, since finding a disjoint pair of paths from
one home router to the destination does not interfere with the
choice of the disjoint pair of paths from the other home router
to the destination. However, MSTH may not be able to find
such a feasible solution, even if there is such a solution, since
there may not be link-disjoint backup lightpaths (or a disjoint
tree) after the primary lightpaths (or tree) are computed. For
MCSPH, it is also possible that the heuristic cannot find the
feasible solution, even if such a solution exists, since there may
not be link-disjoint paths between the dual homes.

The MCNFH and MCSPH have a worst-case time complex-
ity � ��� � � , the generalized MDSPH has a worst-case time com-
plexity � �
��� � , and the MSTH has a worst-case time complex-
ity � �
����� .

V. SIMULATION RESULTS

In this section, we analyze the performance of proposed algo-
rithms for dynamic dual-homing protection. We are interested
in comparing the performance of MCNFH, MDSPH, MCSPH,
and MSTH. We compare our solutions for the integrated dual-
homing protection with a baseline solution obtained by provid-
ing protection without being aware of the dual-homing archi-
tecture.

We are interested in comparing the average total cost of
the solutions obtained using MCNFH, MDSPH, MCSPH, and
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Fig. 3. The average cost versus number of nodes ( � ) in bidirectional networks
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Fig. 4. The average cost versus number of nodes ( � ) in bidirectional networks
with random dual homes

MSTH under the bidirectional network topology as well as uni-
directional network topology. The important simulation param-
eters include the network size, � , the maximum outgoing de-
gree at each node, � . Given a group of parameters

� � � � � ,
we randomly generate a network with � nodes. The outgoing
degree of each Node � , is uniformly distributed in ��� ��� ���
��� � ��� .
The cost of each link is set to unity. For the selection of dual
homes, we consider two approaches, in one of the approaches
we consider two random nodes to be the dual homes connected
to the host and in the other approach we consider the two closest
nodes connected to the host (IP routers) to be the dual homes.
Based on the approach used for selecting the dual homes, we
observe the performance of different heuristics. Once the dual
homes are selected, we randomly select a destination and as-
sume the current connection request is from the selected dual
homes to the selected destination.

For each group of parameters, problem instances are gener-
ated until 1000 instances have feasible solutions by using MC-
NFH. All these instances are also solved by MDSPH, MCSPH,
MSTH, and the baseline solution (where in sharing between any
of the primary and backup paths is not allowed).

Fig. 3-6 plots of average cost for the proposed algorithms
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Fig. 5. The average cost versus number of nodes ( � ) in unidirectional net-
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versus different values of � , when � is set to 10 considering
both bidirectional and unidirectional networks with the two dif-
ferent approaches of assigning dual homes (closest/random). In
order to show the advantage of the integrated solution, we com-
pare the algorithms with the baseline case. By considering that
a dual-homed IP layer exists above the WDM core network, we
can see that the cost of providing protection in the core network
using MCNFH, MDSPH, MCSPH, and MSTH is significantly
lower than the baseline case. We also observe that MCNFH and
MDSPH incur the same cost for the network scenarios consid-
ered. The performance of MSTH is slightly better than that of
the network flow-based algorithms. Also, using the result that
MCNFH is 4/3 times the optimal solution, we also plot a tight
lower-bound for the dynamic dual-homing protection problem.

For all these cases in Fig. 3-6, the performance of MCSPH
is worse than network flow-based algorithms. However, we
observe that if the paths from the closest dual homes to the
destination for the current connection request is long, MCSPH
works better than the other heuristic algorithms, since only two
long paths need to be found. In other words, the average cost
of MCSPH is lower than other heuristic algorithms in a large
sparse network where the dual homes are close to each other
and the paths from the dual homes to the destination are long.

VI. CONCLUSION

We investigate the survivability issue in IP-over-WDM net-
works when a dual-homing architecture is provided in the ac-
cess network. Our goal is to provide survivability for such
an infrastructure subject to two independent failures, one fail-
ure from the access network and one from the core network.
We proposed four new heuristics, namely MCNFH, MDSPH,
MCSPH, and MSTH for the dynamic dual-homing protection
problem. These heuristics can be classified into two categories:
those based on the minimum cost network flow model and those
based on the minimum Steiner tree model. For a dense net-
work, MCNFH is the best choice which achieves a good bal-
ance between the running time, average cost, and the capability
to find a feasible solution. For a large sparse network, MCSPH
is the best candidate to solve the dynamic dual-homing protec-
tion problem due to its faster running times and its ability to find
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Fig. 6. The average cost versus number of nodes ( � ) in unidirectional net-
works with random dual homes

low cost solutions. We observe that by following an integrated
approach that considers the dual-homed IP-over-WDM archi-
tecture as compared to an independent solution at each layer
(IP and WDM), we can significantly reduce the cost incurred to
provide protection in the WDM core network.
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