ELECTRONIC CRIME TERMS

1. Hacking:  Obtaining unauthorized access to a computer

2. Distributed Denial-of-Service Attack:  An individual (usually a hacker) gains remote access to a number of computers and directs them against a target (usually a computer system belonging to a government or large commercial entity).  By overloading the target computer, the attack impeded legitimate access and may render the system inoperable.

3. Spam:  Unsolicited electronic mail, often transmitted in large volume, whether for legitimate commercial purposes or in furtherance of fraud.

4. Phishing:  Transmitting a form of spam containing links to web pages that appear to be legitimate commercial sites.  They are designed to fool users into submitting personal, financial, or password data.  Clicking on the link may also lead to infection of one’ computer by a virus or may allow access to one’s computer by a hacker (Krone 2005a).

5. Virus:  A computer program that may spread from computer to computer, as files containing the program are opened, using up available memory and degrading the “infected systems and their networked computers.

6. Worm:  A computer program that reproduces itself and spreads through a network, using up available memory.  It differs from a virus in that it does not require human intervention (such as the opening of a file) in order to spread.

7. Network Scanning Programs:  Programs designed to identify networked computers and operating systems that might be vulnerable to attack.

8. Password Crackers:  Programs that generate dictionary words or common passwords that might be used to gain unauthorized access to a computer.

9. Malicious Code:  Computer programs designed to cause damage to a computer or system:  worms or viruses.

10. Key Loggers:  Applications inserted directly on a computer, or installed remotely that record the user’s every keystroke.

11. Trojan Horse:  A malicious program disguised as legitimate software that, when transmitted to an unsuspecting recipient, may impede the functioning of the target computer system and may even facilitate unauthorized access to, and control over, that computer or installation of a key logger.

12. Rootkit:  A series of programs that hide evidence of an intrusion or the existence of a Trojan.

13. Bot (abbreviation of robot):  A computer program that runs automatically.  Some bots have beneficial uses, but others may be employed to gain unauthorized control over a target’s computer or to transmit spam.

14. Encryption:  The process of mathematically transforming digital information so that it is unintelligible to anyone other than a person in possession of an algorithm or “key” that will permit the data to be converted to their original state.

15. Steganography:  The process of hiding the existence of information (such as text) by concealing it within other information (such as an image).
16. Spoofing:  Intentionally misrepresenting sender name and address information to make it appear that a message originated from someone else.

17. Anonymous E-mail:  Concealing information that would identify the originator of a message (Gordon, Hosmer, Siedsma, and Rebovich 2002).
